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Abstract
Based on the guidelines issued by the European Securities and Market Authority and by the
European Banking Authority, the article deals with the legal qualification of blockchain-based
crypto-assets under EU law. Focusing on crypto-assets that function as a) investment instru-
ments (that is, investment tokens) and as b) electronic money (that is, payment tokens), the work
outlines shortages and drawbacks in the applicability and enforcement of existing EU legal fra-
meworks regulating investment activities and payment services. With such analysis, the article
seeks to inform the ongoing debate within European institutions on the need of regulatory
intervention in this area, and it points out pressing questions to be tackled by further research.
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1. Introduction

Blockchain technology, with its fundamental proposition of transparency and cryptographically-

secured systems of rights’ enforcement, has fuelled hyped attention across many areas, spanning

from trade to copyright protection. In so far, however, the most widespread and disruptive innova-

tion introduced by the technology remains so called cryptocurrencies and, more in general, the

possibility to create units of value that circulate on a world-wide, peer-to-peer digital network.
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Rooted into open-source cultures, the raise of blockchain-based financial networks expresses a

neo-libertarian response to the post-2008 crisis of trust in political and financial institutions.1

Among the speculations on what this technology could deliver, is the believe that it can nurture

new, horizontal socio-economic organizations2 and help increase transparency in institutional

processes.3 The development of the industry, however, shows that the inherent values of decen-

tralization and transparency are increasingly challenged at all layers of the socio-technical block-

chain stack.4 Without the appropriate legal safeguards, the ‘privatisation of money’ that blockchain

enables could entail the concentration of financial and political power in the hands of few unac-

countable actors.5

When new ‘disruptive’ technologies emerge, regulators must identify inherent risks and

develop policy strategies to balance the various interests that innovation touches upon. To do

so, it is critical to take distance from techno-solutionism and look beyond the ideological narratives

on ‘decentralized money’ as emancipatory social artefact, to scrutinise how actual entities, eco-

nomic relationships and technological solutions develop vis-à-vis existing institutions and market

players.

In light of the rapid development of the blockchain industry and of the interest, from the part of

European institutions, in promoting the use of the technology for financial applications (FinTech),

the present work provides an overview of the most important legal frameworks that are applicable

to blockchain-based financial applications under European law. Exposing shortages and draw-

backs in the applicability of existing regulation, the study seeks to inform the current debate on the

need of regulatory intervention at the EU level in this domain.

To bring the reader into context, Section 2 introduces the notions of crypto-assets, their use

cases and the main legal issues emerging around them. Section 3 deals with the legal qualification

of crypto-assets under the EU legal framework, describing the typology of tokens accepted by EU

financial institutions. Section 4 and Section 5 draw on the guidelines issued by the European

Securities and Market Authority (ESMA) and by the European Banking Authority (EBA) to

provide an overview of the legal treatment of tokens that qualify as investment instruments and

as electronic money. In this context, legal and enforcement issues raised by blockchain-based

financial applications are outlined. The conclusion summarises the major findings and highlights

issues of relevance for policy development and further research.

2. Crypto-assets: definition, use cases and legal issues

Blockchain-based tokens can be described as digitally scarce units of value the properties and

circulation of which are prescribed via computer code. As their possible uses are potentially

1. I. Faria, ‘Trust, Reputation and Ambiguous Freedoms: Financial Institutions and Subversive Libertarians Navigating

Blockchain, Markets, and Regulation’, 12 Journal of Cultural Economy (2019), p. 119.

2. P. De Filippi and A. Wright, Blockchain and the Law: The Rule of Code (Harvard University Press, 2018).

3. K. Werbach, The Blockchain and the New Architecture of Trust (The MIT Press, 2018).

4. B. Bodó and A. Giannopoulou, ‘The Logics of Technology Decentralization - The Case of Distributed Ledger Tech-

nologies’, in M. Ragnedda and G. Destefanis (eds.), Blockchain and Web 3.0: Social, Economic, and Technological

Challenges (Routledge, 2019).

5. V. Lehdonvirta and G. Vidan, ‘Mine the Gap: Bitcoin and the Maintenance of Trustlessness’, 21 New Media and Society

(2019), p. 42–59; A. Walch, ‘Deconstructing ‘‘Decentralization’’: Exploring the Core Claim of Crypto Systems’, in C.

Brummer (ed.), Crypto Assets: Legal, Regulatory and Monetary Perspectives (OUP, forthcoming).
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unlimited, the present paper will use the term ‘crypto-asset’ to encompass the wide variety of

virtual currencies, virtual assets and digital tokens that blockchain can support.

The first cryptocurrency, Bitcoin, was created to function as a means of payment, but it quickly

turned into a store of value subject to speculative interests. Later experiments such as the Ethereum

project expanded the functionalities and diffusion of crypto-assets building upon ‘smart-contracts’

solutions, easing the ability to create and circulate digital tokens ‘on-demand’.

In mid 2018, the ‘token economy’ reaches significant weigh in terms of market capitalisation.6

Tokens are created and distributed by firms and platforms with a variety of purposes. Primarily,

they can grant users access/participation to online services; they can serve as a means of payment

or assure the right to purchase products; or they can represent a stake in the issuer’s company,

eventually conveying ancillary rights such as voting within the platform’s governance system.7

Based on these functions, crypto-assets are commonly conducted under three main categories - i.e.

utility, payment and investment tokens (see below for a description of such categories) - each of

which implies specific legal consequences.

Already since 2017, crowdfunding schemes based on DLTs - so called Initial Coin Offerings

(ICOs) – have gained world-wide visibility. ICOs consist in the public sale of tokens over online

websites and platforms, aimed at collecting funds for the initial development of a project or start-

up. Users’ participation in ICOs is motivated by the willingness to support a project and/or by the

expectation of future profits deriving from the increase in value of the token. Unless specific

limitations are in place, in fact, tokens can be traded on cryptocurrencies exchanges, with direct

access to a voluminous secondary market.8

Because of their purely digital nature and disconnection from traditional financial instruments

and venues, ICOs have developed into a grey regulatory area, often out of the scope of existing

legal frameworks. Usually they take place without applying the rules governing the public place-

ment of securities9 and without involvement of traditional financial intermediaries. This allows to

cut part of the legal compliance costs,10 which makes this form of crowdfunding suitable for start-

ups and innovative businesses – including fraudsters - that could find it difficult, too costly or

unappealing to access traditional funding channels.11

6. ICO Watch List, ‘ICO Statistics - By Year (2018)’, ICO Watchlist (2019), https://icowatchlist.com/statistics/year.

7. S. Adhami, G. Giudici and S. Martinazzi, ‘Why Do Businesses Go Crypto? An Empirical Analysis of Initial Coin

Offerings’, 100 Journal of Economics and Business (2018), p. 64. The authors analyse a sample of 253 ICOs from 2014

to August 2017, and found: 68.0% of tokens grant investors access to platform services; 24.9% governance power;

26.1% profit rights.

8. See: S. Adhami, G. Giudici and S. Martinazzi, 100 Journal of Economics and Business (2018); C. Fisch, ‘Initial Coin

Offerings (ICOs) to Finance New Ventures’, 34 Journal of Business Venturing (2019); R. Amsden and D. Schweizer,

‘Are Blockchain Crowdsales the New ‘‘Gold Rush’’? Success Determinants of Initial Coin Offerings’, 2nd Emerging

Trends in Entrepreneurial Finance Conference (2018), https://papers.ssrn.com/sol3/papers.cfm?abstract_id¼3163

849; C. Catalini and J.S. Gans, ‘Initial Coin Offerings and the Value of Crypto Tokens’, NBER Working Paper No.

w24418 (2018), https://www.nber.org/papers/w24418.

9. S. Adhami, G. Giudici and S. Martinazzi, 100 Journal of Economics and Business (2018).

10. ICOs’ initiators face, however, significant other costs related to technology and token sale system development, and,

importantly, marketing. See: G. Zhai, ‘How Much Does It Really Cost to Do an Initial Coin Offering?’, Medium

(2018), https://medium.com/blockchain-review/ico-budgets-how-much-does-it-really-cost-to-do-an-initial-coin-offer

ing-eb1031e8d893.

11. European Securities and Markets Authority (ESMA), ‘Advice on Initial Coin Offerings and Crypto-Assets’, ESMA

(2019), https://www.esma.europa.eu/sites/default/files/library/esma50-157-1391_crypto_advice.pdf, p.18.
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European institutions and Member States have started various initiatives exploring block-

chain’s potential in the financial sector.12 However, regulators also perceive that blockchain-

based financial activities cannot continue to evolve in a legal vacuum, as they raise serious

risks related to consumer/investor protection, market integrity and financial crimes.13 Regu-

lators and supervisory authorities, therefore, are tackling questions on the legal treatment of

crypto-assets and looking for strategies to enforce regulation on the businesses emerging

around them.

To understand how to support the development of the industry while ensuring appropriate legal

oversight, European as well as National Competent Authorities (NCAs) have opened public con-

sultations and issued extensive reports on crypto-assets.14 On one side, legislators are willing to

encourage the ‘token economy’ as a positive ‘long-term trend’, avoiding burdensome regulation

that could jeopardise the industry and displace the market for investments. On the other, they

recognise that legal safeguards and regulatory certainty must be in place, not only to guarantee

investor protection but also to ensure a sustainable development of businesses and of the whole

ecosystem.15

Moved by the intent of maintaining a precarious balance between liberal positions and legal

protections, European institutions have so far adopted a ‘wait-and-see’ approach, refraining from

sentencing on the proper regulatory strategies to be adopted. But in the meantime, some national

initiatives threat to fragment the legal framework across the Union.16

EU policy-makers are concerned that not only a European but an international approach would

be necessary to effectively regulate these new financial networks.17 As crypto-asset’s market

players operate globally, in fact, regulatory and enforcement efforts at a national level might push

firms towards less regulated jurisdictions. This would imply missing market opportunities, as well

as jeopardising investor protection, because tokens can be sold to European investors from other

jurisdictions as well. Given this risk of regulatory arbitrage, a balanced regulatory approach is

preferable in order to bring crypto-assets and related businesses under the EU jurisdiction and

enforcement capacities.

12. See, for instance: the Communication from the Commission to the European Parliament, the Council, the European

Central Bank, the European Economic and Social Committee and the Committee of the Regions, FinTech Action Plan:

For a more competitive and innovative European financial sector, COM(2018) 0109 final (FinTech Action Plan);

European Commission, ‘The European Blockchain Partnership’, European Commission (2020), https://ec.europa.eu/

digital-single-market/en/blockchain-technologies; The European Blockchain Observatory and Forum, https://www.

eublockchainforum.eu; The International Association for Trusted Blockchain Applications, https://inatba.org.

13. European Securities and Markets Authority (ESMA), ‘Advice on Initial Coin Offerings and Crypto-Assets’, ESMA

(2019).

14. E.g. Financial Conduct Authority (FCA), ‘Guidance on Cryptoassets. Feedback and Final Guidance to CP 19/3, Policy

Statement PS19/22 (2019)’, FCA (2019), https://www.fca.org.uk/publication/policy/ps19-22.pdf; Assemblée natio-

nale, ‘Rapport d’information en conclusion des travaux d’une mission d’information relative aux monnaies virtuelles’,

Assemblée nationale (2019), www.assemblee-nationale.fr/dyn/15/rapports/cion_fin/l15b1624_rapport-information.

15. European Securities and Markets Authority (ESMA), ‘Advice on Initial Coin Offerings and Crypto-Assets’, ESMA

(2019).

16. Bespoke regulatory regimes have been adopted in Gibraltar, Malta, Liechtenstein and France.

17. European Securities and Markets Authority (ESMA), ‘Advice on Initial Coin Offerings and Crypto-Assets’, ESMA

(2019).
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3. A (precarious) taxonomy of crypto-assets

Key to the definition of the appropriate legal treatment for blockchain-based tokens is the iden-

tification of the legal categories under which – based on their specific functions – tokens can be

collocated. As blockchain-based digital assets can be created for different purposes and perform a

variety of functions, they can potentially fit multiple legal categories.

In absence of an agreed upon, comprehensive taxonomy of crypto-assets, European financial

authorities follow a widely-accepted classification that distinguishes tokens in three main classes:

payment, utility and investment tokens – based on the different functions that tokens can perform.

Payment tokens are meant to be used as means of payment for goods or services external to the

platform on which they are issued. In practice, however, the suitability of cryptocurrencies to be

used as means of exchange is often hampered by the high volatility in price18 and/or by the ‘fees’

that users must pay for miners to validate transactions.19 Even if they typically do not confer

further associated rights, cryptocurrencies such as Bitcoin and Litecoin, designed as means of

exchange, can generate profit through increase in price, and be purchased for investment

purposes.20

Investment tokens are considered in some ways equivalent to shares, bonds, or units in collec-

tive investment vehicles, as they promise investors future financial benefits and/or rights in relation

to the project they are attached to. Typically, investment tokens are issued - in exchange of dollars/

euros or other crypto-assets - in context of ICOs in order to raise initial capital for projects.

Investors expect financial benefit from the increase in market price of the token/share, but can

also be promised distribution of future company’s profits (similar to distribution of dividends) and/

or voting rights.

Finally, tokens can be issued to grant users access to a platform, the use of a service or the right

to purchase a product. These are so called utility tokens, an example of which is Filecoin. Attached

to a decentralized storage network, Filecoin tokens function as a reward for users providing storage

space to the network, and can be spent to store and retrieve data thereon.21

The flexible design of digital assets implies that they can combine these functions with each

other. For instance, tokens that are distributed for utility purposes can imply an investment com-

ponent as well.22 Different functions can coexist in the same token simultaneously or in different

18. O. Kharif, ‘Bitcoin’s Use in Commerce Keeps Falling Even as Volatility Eases’, Bloomberg (2018), https://www.

bloomberg.com/news/articles/2018-08-01/bitcoin-s-use-in-commerce-keeps-falling-even-as-volatility-eases; D. Yer-

mack, ‘Is Bitcoin a Real Currency? An Economic Appraisal’, in D.L. Kuo Chuen (ed.), Handbook of Digital Currency

(Elsevier, 2015).

19. A recent experiment to tackle the issue of price volatility are ‘stablecoins’, the value of which is asset-backed (in

physical collateral or crypto-assets) or algorithmically controlled. However, they are not without controversy for their

alleged lack of transparency. For instance, there has been claims that the stablecoin Tether is used to manipulate other

cryptocurrencies’ prices.

20. European Banking Authority (EBA), ‘Report with advice for the European Commission on crypto-assets’, EBA (2019),

https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-

e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf?retry¼1, p. 7, Box 1: ‘Basic taxonomy of crypto-

assets’.

21. Protocol Labs, ‘Filecoin: A Decentralized Storage Network’, Filecoin (2017), https://filecoin.io/filecoin.pdf.

22. This approach is endorsed by P. Hacker and C. Thomale, ‘Crypto-Securities Regulation: ICOs, Token Sales and

Cryptocurrencies under EU Financial Law’, 15 European Company and Financial Law Review (2018), p. 645-696 and

was upheld by the US Securities and Exchange Commission in SEC, In the Matter of Munchee Inc., Order (2017) (the
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phases of the token’s life cycle, adding a temporal dimension to the problem of tokens’ legal

classification.

The hybrid character assumed by many crypto-assets causes definitional confusion and creates

challenges to the identification of the proper legal tools to be applied. Ultimately, to determine the

legal treatment of a token, it is necessary to adopt a ‘substance over form approach’ that looks at its

actual functions in specific circumstances and moments in time.23

4. Investment tokens

A. Crypto-assets as ‘transferable securities’ under MiFID II

The qualification of crypto-assets as ‘financial instruments’24 (or more precisely as ‘transferable

securities’) is crucial as it determines the applicability of an extensive set of European and national

legal instruments that regulate the EU financial market and the activities/services provided therein.

Such rules include the legal frameworks set out by the Markets in Financial Instruments Directive

(MiFID II)25 and the Markets in Financial Instruments Regulation (MiFIR)26, the prospectus

regime established by the Prospectus Regulation27 and the Prospectus Directive,28 the Market

Abuse Regulation,29 the Transparency Directive,30 the Central Securities Depositories Regula-

tion31 and other legal instruments that apply to specific activities or types financial instruments.

The question of whether tokens can fall within the scope of security regulation has been

addressed for the first time by the US Securities and Exchange Commission in the 2017 DAO

authority recognized that even crypto-assets labelled as ‘utility tokens’ can be, based on ‘the economic realities

underlying a transaction’, classified as securities and fall under the scope of the Security Act).

23. European Securities and Markets Authority (ESMA), ‘Advice on Initial Coin Offerings and Crypto-Assets’, ESMA

(2019).

24. A list of what constitute a ‘financial instrument’ is contained in Directive 2014/65/EU of the European Parliament and

of the Council of 15 May 2014 on markets in financial instruments and amending Directive 2002/92/EC and Directive

2011/61/EU, [2014] OJ L 173/349 (Directive 2014/65/EU).

25. Directive 2014/65/EU.

26. Regulation No. 600/2014/EU of the European Parliament and of the Council of 15 May 2014 on markets in financial

instruments and amending Regulation (EU) No. 648/2012, [2014] OJ L 173/84 (Regulation N. 600/2014/EU).

27. Regulation No. 2017/1129/EU of the European Parliament and of the Council of 14 June 2017 on the prospectus to be

published when securities are offered to the public or admitted to trading on a regulated market, and repealing Directive

2003/71/EC, [2017] OJ L 168/12 (Regulation No. 2017/1129/EU).

28. Directive 2003/71/EC of the European Parliament and of the Council of 4 November 2003 on the prospectus to be

published when securities are offered to the public or admitted to trading and amending Directive 2001/34/EC, [2003]

OJ L 345/64 (Directive 2003/71/EC).

29. Regulation No. 596/2014/EU of the European Parliament and of the Council of 16 April 2014 on market abuse (market

abuse regulation) and repealing Directive 2003/6/EC of the European Parliament and of the Council and Commission

Directives 2003/124/EC, 2003/125/EC and 2004/72/EC, [2014] OJ L 173/1 (Regulation No. 596/2014/EU).

30. Directive 2013/50/EU of the European Parliament and of the Council of 22 October 2013 amending Directive 2004/

109/EC of the European Parliament and of the Council on the harmonisation of transparency requirements in relation to

information about issuers whose securities are admitted to trading on a regulated market, Directive 2003/71/EC of the

European Parliament and of the Council on the prospectus to be published when securities are offered to the public or

admitted to trading and Commission Directive 2007/14/EC laying down detailed rules for the implementation of

certain provisions of Directive 2004/109/EC, [2013] OJ L 294/13 (Directive 2013/50/EU).

31. Regulation No. 909/2014/EU of the European Parliament and of the Council of 23 July 2014 on improving securities

settlement in the European Union and on central securities depositories and amending Directives 98/26/EC and 2014/

65/EU and Regulation (EU) No 236/2012, [2014] OJ L 257/1 (Regulation No. 909/2014/EU).
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Report.32 In that occasion, the issue has been resolved applying the Howey Test, which

defines the boundaries of ‘investment contract’ as a catch-all class of securities.33 Under the

Howey Test, developed by the US Supreme Court in SEC v. W.J. Howey Co., 1946, an

investment contract for the purposes of the Securities Act means a contract, transaction, or

scheme entailing (a) an investment of money (b) in a common enterprise (3) with a reasonable

expectation of profits (4) deriving from the efforts of the promoter or of a third party.34 The

criteria established by the test allows to identify with a flexible and substantial approach those

investment activities that - characterized by financial risk and potential information asymme-

tries - justify the applicability of security law requirements, such as the registration of a

prospectus with the SEC.

Similar to the concept of ‘investment contract’, the category of ‘transferable securities’ under

EU law does not have fixed boundaries. Article 4(1)(44) MiFID defines ‘transferable securities’ as

‘classes of securities which are negotiable on the capital market, with the exception of instruments

of payment’. The article provides an explanatory list of what constitute a security, namely, (a)

shares in companies; (b) bonds or other forms of securitised debt; and (c) ‘any other securities

giving the right to acquire or sell any such transferable securities’.35 Similarly to the approach set

out by the Howey Test, EU Courts and financial authorities deploy a set of functional criteria to

identify what constitutes a security for the purpose of MiFID and ancillary legislation. In partic-

ular, based on an interlinked reading of the Prospectus Regulation and of MiFID, securities are

characterised by the features of tradability; negotiability on capital markets;36 and standardization.

Moreover, they need to present a functional comparability with other forms of security debt,37

meaning, essentially, that they must incorporate a financial risk.

Transferability is meant as the ability to transfer the ownership of the unit from one person to

another, regardless of the existence of any documentation or registration of such ownership.

Blockchains allow individuals to transact and store value in digital wallets protected by private

keys; a person or entity having legitimate control of the private keys can prove ownership of the

assets associated with the latter. Given that contractual restrictions do not suffice to exclude the

transferability feature,38 tokens will fulfil this requirement as long as their transferability is not

precluded at a technical level.

32. Securities And Exchange Commission (SEC), ‘Release No. 81207/2017: Report of Investigation Pursuant to Section

21(a) of the Securities Exchange Act of 1934: The DAO’, SEC (2017), https://www.sec.gov/litigation/investreport/34-

81207.pdf.

33. (US) United States Securities Exchange Act (1934), Section 2(a)(36).

34. (US) SEC v. W.J. Howey Co., 328 U.S. 293 (1946).

35. Article 4(1)(44) of Directive 2014/65/EU.

36. ESMA, ‘Prospectuses. Questions and Answers, 29th updated version – January 2019’, ESMA (2019), https://www.

esma.europa.eu/sites/default/files/library/esma31-62-780_qa_on_prospectus_related_topics.pdf, Q. 67: ‘the essence of

the definition of transferable securities in Article 4(18) MiFID is that, as a class, they are negotiable on the capital

markets’.

37. P. Hacker and C. Thomale, 15 European Company and Financial Law Review (2018), p. 20-25.

38. This follows from the wording of Article 7(7) of Regulation No. 2017/1129/EU, requiring information on contractual

restrictions on the transferability of securities to be included in the prospectus and it is confirmed in ESMA, ‘Pro-

spectuses. Questions and Answers, 29th updated version – January 2019’, ESMA (2019), p. 56: ‘the transferability of

securities may be reduced on a contractual basis [ . . . ], ESMA considers that those securities remain ‘‘transferable

securities’’ falling into the scope of the Prospectus Directive’.
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Negotiability entails a de facto ‘capability of being treated’ on a capital market.39 Such capa-

bility is demonstrated by ongoing practices of crypto-assets trading. The ease with which tokens

are traded on dedicated online exchanges shows their suitability to capital markets modes of selling

and buying.40

According to the CESR Technical Advice on the MiFID,41 standardisation implies that issued

units share a number of characteristics that allow them to be considered a homogenous class. To

determine whether crypto-assets are sufficiently standardized it does not matter that crypto-assets,

as a whole, do not constitute a homogeneous class of instruments. Standardization must be

assessed at the level of individual issuers: 42 tokens must be offered by a single issuer as standar-

dized, fungible units.43 Hence, unless tokens are embedded with claims and rights which make

them individually different from each other, crypto-assets present the feature of standardization.

Finally, to assess the last, functional requirement, an inquiry must be made on whether tokens

resemble the types of transferable securities listed in MiFID by means of example, and whether

they rise financial risks for investors as to justify the applicability of prospectus rules. The

answers to these questions need to be based on a case by case overview of issued crypto-

assets. It is, however, a shared opinion that tokens can, in some situations, resemble shares or

bonds,44 and they indeed present a financial risk which entails the need to mitigate information

asymmetry.45 This is confirmed, on one side, by the practice of publishing white papers, which

have a similar purpose to that of prospectuses in enabling investors to make informed decisions.

On the other side, the conclusion is reinforced by the ratio of the exemptions set out in the

Prospectus Directive. The regulator, in fact, estimates that the information asymmetry justifying

the need of a prospectus is alleviated – and prospectus rules are therefore not applied - when

securities are offered only to qualified investors or to a limited amount of investors (fewer than

150), or if the denomination per unit or the consideration per investor is sufficiently high (at least

EUR 100.000).46 ICOs, on the contrary, are typically addressed to very large crowds of retail

investors, hardly ever accredited by professional intermediaries, and the consideration of each

investor is normally very low. As such, crypto-assets offerings are diametrically opposite to

those situations exempted from prospectus rules.

39. See: Financial Conduct Authority (FCA), ‘Chapter 13: Guidance on the scope of MiFID and CRD IV’, FCA (2019),

https://www.handbook.fca.org.uk/handbook/PERG/13.pdf, Q. 28; and European Commission, ‘Your questions on

MiFID’, European Commission (2008), https://ec.europa.eu/internal_market/securities/isd/questions/index_en.htm, Q.

115.

40. According to the EU Commission, even instruments that are not traded on a regulated market or MTF can be con-

sidered to fulfil the negotiability requirement (See: European Commission, ‘Your questions on MiFID’, European

Commission (2008), Q. 115).

41. Committee of European Securities Regulators (CESR), ‘Technical Advice to the European Commission in the context

of the MiFID - Review and Responses to the European Commission Request for Additional Information’, CESR

(2010), https://www.esma.europa.eu/document/cesr-technical-advice-european-commission-in-context-mifid-review-

and-responses-european.

42. P. Hacker and C. Thomale, 15 European Company and Financial Law Review (2018).

43. Ibid.

44. Ibid.

45. European Securities and Markets Authority (ESMA), ‘Advice on Initial Coin Offerings and Crypto-Assets’, ESMA

(2019)

46. Article 1(4) of Regulation No. 2017/1129/EU.
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B. Applicable legal instruments and enforcement issues

The qualification of crypto-assets as financial instruments brings them under the supervisory and

regulatory competence of the European Securities and Markets Authority (ESMA), an independent

EU Authority responsible for the supervision of financial stability and investors protection within

the EU financial market. In light with its investor protection and supervisory convergence objec-

tives, the Authority has put crypto-assets under its scrutiny, with the aim of identifying potential

threats and suggesting the appropriate strategies for EU and national policymakers in its area of

competence. Following a ‘substance-over-form’ and ‘case-by-case’ approach, ESMA opens the

possibility for crypto-assets to qualify as securities under the EU legal framework, and it estab-

lishes that, in such cases, the legal framework set out in MiFID II applies.

This view is in line with the principles that regulation should be technology neutral and that

‘same rules’ should apply to ‘same businesses’. However, the application of the MiFID legal

regime might be easier said than done. Existing rules have not been drafted having in mind the

specific features of crypto-assets, nor the business models of the key intermediaries that are

emerging in the ecosystem. Hence, supervisory and enforcement issues are likely to arise. The

present section explores some of the EU legal instruments that become relevant when crypto-assets

qualify as financial instruments, exposing related enforcement issues in the context to blockchain-

based financial applications.

1. The markets in financial instruments directive framework

The Markets in Financial Instruments Directive framework (MiFID II), is composed of a

directive (MiFID II), a regulation (MiFIR) and related implementing acts. The MiFID II

framework establishes obligations for firms providing investment services/activities in relation

to financial instruments as defined by the directive. In particular, under this framework, such

firms need to be authorised as investment firms47 by NCAs, and comply with specific

requirements, including organisational, conduct of business, consumer protection, transpar-

ency and reporting rules.

The applicability of MiFID II requirements to entities engaging with crypto-assets will vary

depending on the type of service/activity provided and the kind of financial instrument in

question. In its advice, ESMA assesses the applicability of MiFID II to platforms involved with

trading in crypto-assets. As these platforms perform trading and settlement in various manners,

their legal treatment should be differentiated accordingly. Platforms that keep a central book

and/or match orders are likely to qualify as ‘multilateral systems’,48 and should therefore operate

as Regulated Markets (RMs)49 under Title III of MiFID II, or as Multilateral Trading Facilities

47. Article 4(1)(1) of Directive 2014/65/EU defines ‘investment firm’ as ‘any legal person whose regular occupation or

business is the provision of one or more investment services to third parties and/or the performance of one or more

investment activities on a professional basis’.

48. Article 4(19) of Directive 2014/65/EU defines ‘multilateral system’ as ‘any system or facility in which multiple third-

party buying and selling trading interests in financial instruments are able to interact in the system’.

49. Article 4(1)(21) of Directive 2014/65/EU defines ‘regulated market’ as ‘a multilateral system operated and/or managed

by a market operator, which brings together or facilitates the bringing together of multiple third-party buying and

selling interests in financial instruments ( . . . ) in a way that results in a contract, in respect of the financial instruments

admitted to trading under its rules and/or systems, and which is authorised and functions regularly and in accordance

with Title III of this Directive’.
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(MTFs)50 or Organised Trading Facilities (OTFs)51 under Title II of the directive. Operators

dealing on own account and executing orders against their own capital – that is, acting like

brokers/dealers -, instead, should comply with the requirements set out in Title II of MiFID II.

Finally, platforms that are merely used to advertise buying and selling interests can be treated as

bulletin boards, out of the scope of MiFID II as of Recital 8 of MiFIR.

The ESMA recognises existing barriers to the factual applicability of the MiFID II and MiFIR

rules to firms operating in the crypto-assets market. For instance, the obligation to verifying

investors’ reputation, trading ability and competence is hardly compatible with the dominant

practices of crypto-assets trading venues. Since no professional intermediation takes place in

crypto-assets financial activities, the assessment should be carried out by the platforms/issuers

themselves. Due to the large number of investors, such task would be very resource intensive tasks.

Moreover, as there is no formal entry barrier for investors (for example, normally, no minimal

threshold for the investment is set), it is likely that most participants lack the necessary requisites to

participate.

Regulated markets and MTFs are normally registered in identified venues. Crypto-assets,

instead, can be issued and traded on websites without any legal entity’s incorporation. This creates

territoriality issues, further complicating the applicability of MiFID II requirements. As argued by

Hacker and Thomale in relation to the applicability of the Prospectus Regulation, existing require-

ments ‘should apply if the website can be accessed, and tokens bought, from computers located in

the EU’.52 However, even when territorial competence can be established, it is unclear how

competent authorities can carry out the necessary monitoring of platforms’ conduct of business,

detect infringements and enforce potential sanctions.

The most relevant issues arise in relation to platforms deploying decentralised business models

and relying on self-executing pieces of code for their operations (so called ‘decentralised

exchnages’). While this emerging type of platforms might mitigate traditional counterparty risks,53

the fact that no accountable operator can easily be identified obstructs the enforcement of MiFID II

requirements. Similarly, the ESMA identifies as problematic the qualification of hybrid platforms

(for example, those that match orders but do not provide their executions) and the determination of

the applicable rules.

2. The prospectus directive and regulation

The Prospectus Directive54 and the more recently adopted Prospectus Regulation55 are key reg-

ulatory instruments aimed at ensuring investor protection by mitigating information asymmetry

within the EU financial market. In particular, the prospectus regime requires the approval and

50. Article 4(1)(22) of Directive 2014/65/EU defines ‘multilateral trading facility’ or ‘MTF’ as ‘a multilateral system,

operated by an investment firm or a market operator, which brings together multiple third-party buying and selling

interests in financial instruments ( . . . ) in a way that results in a contract in accordance with Title II of this Directive’.

51. Article 4(1)(23) of Directive 2014/65/EU defines ‘organised trading facility’ or ‘OTF’ as ‘a multilateral system which

is not a regulated market or an MTF and in which multiple third-party buying and selling interests in bonds, structured

finance products, emission allowances or derivatives are able to interact in the system in a way that results in a contract

in accordance with Title II of this Directive’.

52. P. Hacker and C. Thomale, 15 European Company and Financial Law Review (2018), p. 17.

53. European Securities and Markets Authority (ESMA), ‘Advice on Initial Coin Offerings and Crypto-Assets’, ESMA

(2019).

54. Directive 2003/71/EC.

55. Regulation 2017/1129/EU
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distribution of a prospectus ‘when securities are offered to the public or admitted to trading on a

regulated market situated or operating within a Member State’,56 unless specific exemptions apply.

Precisely, the prospectus rules apply to regulated secondary markets ‘situated or operating within a

Member State’;57 and to entities issuing securities in the EU, even when incorporated in a third

country and not listed in regulated secondary markets in the EU.58

Under the regulation, the prospectus must contain all the information that are necessary for

investors to make an informed assessment of the financial situation of the issuer and/or of guar-

antors, of the rights attached to the securities and the circumstances of the issuance. Before

publication, the prospectus must be approved by the competent national authority, and it will be

valid across all EU Member States.

Where crypto-assets qualify as transferable securities, their issuers and trading platforms opera-

tors - if located or operating in the EU - are obliged to fulfil the prospectus requirements. This

conclusion seems to find confirmation in the ratio of the exceptions to the obligation of publishing

a prospectus provided in Article 1(4) of the regulation. Beside the case in which the size of the offer

does not trigger the applicability of the legal instrument,59 the legislator exempts operators from

prospectus requirements when (a) securities are offered solely to qualified investors; (b) the offer

of securities is addressed to fewer than 150 natural or legal persons per Member State, other than

qualified investors; (c) the denomination per unit of the security amounts to at least EUR 100,000;

(d) the offer of securities is addressed to investors who acquire a consideration of at least EUR

100,000 each. These circumstances are unlikely to take place in the context of ICOs, which tend to

gather a large number of participants that contribute with small amounts of funds.

As mentioned above, token sales often take place in very early stages of the project and in

absence of intermediaries (such as registered Credit Rating Agencies60) that can verify the suit-

ability of the issuer. This increases the possibility of scams and unsuccessful business initiatives.

Hence, the rules established by the Prospectus Directive and Regulation are suitable for the crypto-

assets industry, where the need to tackle information asymmetries is real.

The need for crypto-assets’ public sales to be accompanied by detailed and transparent infor-

mation is demonstrated by the established practice of drafting white papers. The white paper is a

document published on the projects’ website which normally contains basic information on the

issuer, the structure of the token offer (initial price; amount of offered tokens; etc.), the imple-

mentation road map of the project and some technological details.

White papers are generally free in form and content, and subject merely to the scrutiny of retail

investors. The Prospectus Regulation, on the contrary, provides for highly standardized formats of

prospectus and summary documents. Since, as of today, no specific schedule is provided for the

public offer of crypto-assets, ESMA advises to use prospectus schedules on a flexible manner and

exploiting the concept of ‘adapted information’.61 For instance, if an ICO is considered to sub-

stantially resemble an IPO, the issuer could be required to comply with the information

56. Article 1 of Regulation 2017/1129/EU.

57. Article 1(1) of Directive 2003/71/EC and Article 1(1) of Regulation 2017/1129/EU.

58. When issuers are incorporated in a third country, they must be assigned a ‘home Member State’ and obtain an approval

that will be valid across the EU.

59. See: Article 1(4) of Regulation 2017/1129/EU.

60. See: Regulation 1060/2009/EU; Regulation 513/2011/EU; Regulation 462/2013/EU.

61. European Securities and Markets Authority (ESMA), ‘Final Report: Technical advice under the Prospectus Regula-

tion’, ESMA (2018), https://www.esma.europa.eu/document/technical-advice-under-prospectus-regulation.
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requirements that are set out for equity securities. Moreover, the disclosure of the code underlying

the crypto-asset in question could become mandatory for prospectus purposes.62

Notwithstanding the formal applicability of the law, however, the enforcement of prospectus

requirements on blockchain-based ventures faces several challenges. The violation of prospectus

requirements is the basis upon which the Italian financial supervisory authority, CONSOB, has

recently ordered the suspension of two public offers of tokens - which the authority qualified as, de

facto, ‘financial instruments’ - to Italian investors.63 The case revealed important enforcement

drawbacks as (a) the infringement has been detected solely on the basis of private reporting; and (b)

the suspension of the order has been executed due to the cooperation of the Internet Service

Provider (in this case, Facebook), which agreed on shutting down the web-page where the token

sale was addressed to Italian investors.

3. Book-entry forms, book-keeping and record-keeping requirements

Business providing services for crypto-assets’ storage and transaction shall also be subject to book-

entry form requirements, rules on safekeeping and record-keeping of ownership and rights

attached. For instance, issuers of crypto-assets could – if the digital asset in question qualifies

as a security and is traded on a trading venue – be obliged to ensure that such securities are

represented in book-entry form with authorised Central Securities Depositories (CSDs), as defined

under Article 2(1) of the Central Securities Depositories Regulation. The applicability of rules on

safekeeping and record-keeping of ownership of securities is, however, unclear in the context of

crypto-assets. First, Regulatory Technical Standards64 used for reporting and recordkeeping obli-

gations are based on identifiers and classifications that do not capture crypto-assets; hence they

will likely need to be adapted to such new instruments.65 Secondly, there is no EU-wide definition

of what constitute safekeeping and record-keeping activities, and the related rules apply to a

variety of actors such as custodian banks, registrars, notaries, depositaries or CSDs. And finally,

it is not clear what constitutes safekeeping in the specific context of crypto-assets. The ESMA is of

the opinion that holding private keys on behalf of clients might be regarded as safekeeping activity,

triggering the applicability of related rules. However, further clarification is necessary as the

control of private keys can be shared among multiple actors, such as in the case of ‘multi-

signature wallets’ where more than one key is needed for transactions’ validation.

In a recent guidance, the US Financial Crimes Enforcement Network (FinCEN) has clarified the

applicability of the Bank Secrecy Act (BSA) obligations – which include, among others, record-

keeping, recording and transaction monitoring– to business models that involve money transmis-

sions in ‘convertible virtual currencies’.66 Examining a number of exemplary business models, the

62. Organisation for Economic Co-operation and Development (OECD), ‘Initial Coin Offerings (ICOs) for SME

Financing’, OECD (2019), https://www.oecd.org/finance/initial-coin-offerings-for-sme-financing.htm.

63. (IT) CONSOB, delibera n. 20740/2018 | CONSOB, delibera n. 20741/2018.

64. European Securities and Markets Authority (ESMA), ‘Regulatory technical and implementing standards’, ESMA

(2015), https://www.esma.europa.eu/sites/default/files/library/2015/11/2015-esma-1464_annex_i_-_draft_rts_and_

its_on_mifid_ii_and_mifir.pdf, Annex I MiFID II / MiFIR.

65. European Securities and Markets Authority (ESMA), ‘Advice on Initial Coin Offerings and Crypto-Assets’, ESMA

(2019).

66. Financial Crimes Enforcement Network (FinCEN), ‘Application of FinCEN’s Regulations to Certain Business Models

Involving Convertible Virtual Currencies, FIN-2019-G001’, FinCEN (2019), https://www.fincen.gov/resources/sta

tutes-regulations/guidance/application-fincens-regulations-certain-business-models.
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document highlights that ‘P2P exchangers are required to comply with the BSA obligations that

apply to money transmitters, including registering with FinCEN as an MSB [money service

business] and complying with AML program, recordkeeping, and reporting requirements’.

With regard to wallet providers, the analysis distinguishes between ‘hosted’ wallets – whereas

funds are controlled by a third-party service provider - and ‘unhosted’ wallets – where users

themselves control the funds. While hosted wallet providers must comply with AML and moni-

toring obligations that apply to money transmitters, unhosted wallet providers are generally

exempted from such rules. The document also considers the case of ‘multiple-signature wallet

providers’, which typically ‘maintain in their possession one key for additional validation, while

the wallet owner maintains the other private key locally’.67 Also in this case, the key distinction is

between hosted and unhosted wallet, which determines the providers’ control over the stored

value: ‘If the multiple-signature wallet provider restricts its role to creating un-hosted wallets that

require adding a second authorization key to the wallet owner’s private key in order to validate and

complete transactions, the provider is not a money transmitter because it does not accept and

transmit value. On the other hand, if the person combines the services of a multiple-signature

wallet provider and a hosted wallet provider, that person will then qualify as a money

transmitter’.68

The FinCEN guidance suggest the importance of looking at the actual technical capabilities and

level of control exercised by the service provider in order to attribute the appropriate degree or type

of legal responsibility. In line with this criteria, the applicability of book-entry forms, book-

keeping and record-keeping requirements could be excluded for those actors that do not store

transactions in privately-controlled servers or do not manage users’ private keys. More in general,

to define which rules should govern the operations and technical procedures of financial operators,

it seems fundamental to look at the technical infrastructure that underpins transactions and the

ways in which it shapes the interactions between the involved parties. The attribution to users of

greater control over funds and the public accessibility of blockchain’s transactions’ records might

make some of the rules provided for book-entry forms, book-keeping and record-keeping

redundant.

4. Legal framework on crowdfunding

Within the EU legal framework, crowdfunding is an activity covered by specific rules - currently

under reform from the part of the European Commission. Crowdfunding is defined by ESMA as ‘a

means of raising finance for projects from ‘the crowd’ often by means of an internet-based plat-

form through which project owners ‘pitch’ their idea to potential backers, who are typically not

professional investors’.69 Based on such definition, ICOs and token sales can, in many cases, be

qualified as a form crowdfunding.

As of today, the rules applicable to crowdfunding vary significantly across Member States. In

general, it’s possible to distinguish between more traditional and more ‘innovative’ approaches.

Whereas the former ones bring ‘financial return crowdfunding’ under the scope of banking or

67. Ibid, p. 17.

68. Ibid, p. 17.

69. European Securities and Market Authority (ESMA), ‘Opinion on Investment-based crowdfunding’, ESMA (2014),

https://www.esma.europa.eu/search/site/Opinion%2520investment-based%2520crowdfunding?within_

doc¼1&solrsort¼&perpage¼20.
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financial regulation, the latter deploy bespoke regimes or safe harbours.70 In general, the dominant

approach across the EU is that of establishing, for crowdfunding activities, exemptions from

financial markets rules; however, these are not easily applicable because of strict caps

limitations.71

To eliminate differences across the Capital Market Union and foster the development of the

crowdfunding emerging industry, the European Commission - as part of its 2018 Fintech Action

Plan - has presented a proposal for a regulation on crowdfunding service providers.72 The proposal

has the scope to ease the access to alternative (non-bank) sources of finance, ‘such as crowd and

peer-to-peer finance (‘crowdfunding’)’73 for innovative companies, start-ups and other unlisted

firms. In particular, the new rules apply to crowdfunding services which entail a financial return for

investors, such as investment and lending-based crowdfunding.74

Considering the likelihood of Initial Coin Offerings and crypto-assets sales to be deployed in the

context of crowdfunding activities, the European Commission should clarify the applicability of the

new legal framework - which will also include amendments to MiFID II - to intermediaries involved

in blockchain-based peer-to-peer financing. The new regulation, in fact, could provide a coherent

supervisory system and a unified licensing regime for blockchain-based crowdfunding initiatives.

5. Payment tokens

A separated, but interconnected, area of regulation that could apply to blockchain-based crypto-

assets - and firms in this area of business - is that pertaining to banking and payment services. The

European Banking Authority (EBA) – competent for the supervision and prudential regulation of

the European banking sector – has issued, in 2019, an assessment on the potential applicability to

crypto-assets of rules governing electronic money and payment service providers. In particular, its

recently published ‘Report with advice for the European Commission’75 addresses the question of

whether crypto-assets that are used as means of payment may qualify as ‘electronic money’, falling

under the scope of the Electronic Money Directive 2 (EMD2)76 and of the Payment Services

Directive 2 (PSD2).77

70. G. Ferrarini and E. Macchiavello, ‘FinTech and Alternative Finance in the CMU: The Regulation of Marketplace

Investing’, in D. Busch, E. Avgouleas and G. Ferrarini (eds.), Capital Markets Union in Europe (Oxford University

Press, 2018).

71. See: J. Rohr and A. Wright, ‘Blockchain-Based Token Sales, Initial Coin Offerings, and the Democratization of Public

Capital Markets’, Cardozo Legal Studies Research Paper (2017). The article analyses the US crowdfunding regulation

and argues that existing caps (1 million $ per 12 months) make crowdfunding exemptions unsuitable for ICOs; P.

Hacker and C. Thomale, 15 European Company and Financial Law Review (2018), p. 38.

72. See: Proposal for a regulation of the European Parliament and of the Council on European crowdfunding services

providers (ECSP) for Business, COM(2018) 0113 final.

73. Commission legislative proposal for an EU framework on crowd and peer to peer finance, COM(2018)113.

74. Proposal for a regulation of the European Parliament and of the Council on European Crowdfunding Service Providers

(ECSP) for business, COM(2018) 0113 final.

75. European Banking Authority (EBA), ‘Report with advice for the European Commission on crypto-assets’, EBA (2019).

76. Directive 2009/110/EC of the European Parliament and of the Council of 16 September 2009 on the taking up, pursuit

and prudential supervision of the business of electronic money institutions amending Directives 2005/60/EC and 2006/

48/EC and repealing Directive 2000/46/EC, [2009] OJ L 267/7 (Electronic Money Directive 2).

77. Directive 2015/2366/EU of the European Parliament and of the Council of 25 November 2015 on payment services in

the internal market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation (EU) No 1093/

2010, and repealing Directive 2007/64/EC, [2015] OJ L 337/35.
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The report responds affirmatively: when crypto-assets are used as a mean of payment, they can

qualify as ‘electronic money’ within the meaning of the EMD2. Such qualification implies that the

assets in question are also to be considered ‘funds’ for the purposes of the PSD2. It follows that

firms offering ‘payment services’ (as listed in Annex I of the PSD2) in crypto-assets fall within the

scope of the PSD2. According to this Directive, Member States must ensure that electronic money

is issued only by authorized ‘electronic money issuers’ (Article 10 PSD2) and that these have in

place appropriate sources (including an initial capital of at least EUR 350,000 and own a propor-

tionate amount of own funds) and safeguarding measures.

The application of Anti-Money-Laundering rules is also a main concern regarding cryptocur-

rencies used as mean of payment. Notably, the Anti-Money Laundering Directive78 has been

recently amended as to include virtual currencies-to-fiat exchanges and custodian wallet providers

in its scope of application. However, the Financial Action Task Forcec,79 ESMA80 and EBA81

have all underlined that the Directive needs to be further updated as to include a wider spectrum of

actors involved in the crypto-assets industry, namely: a) providers of crypto-asset to crypto-asset

exchanges; b) providers of financial services for ICOs.

For what concerns institutions (credit institutions and investment firms), payment institutions

and electronic money institutions that engage in activities involving crypto assets (such as owning

crypto-assets, making-markets, lending against crypto-asset collateral, providing custody or

exchange services, etc.), the EBA report highlights the priority of establishing adequate reporting

and disclosure requirements. Moreover, it advises the Commission to promote as much as possible

‘convergence on the accounting treatment of institutions’ exposures to crypto-assets’. The EBA is

also conducting a study on the prudential treatment of banks’ exposure to/holding of crypto-assets

in cooperation with the Basel Committee on Banking Supervision,82 assessing the need to establish

capital and liquidity requirements. In the meantime, the authority is of the advice that policy-

makers and institutions – both at the EU and at the national level – should adopt a conservative

prudential approach in order to mitigate risks arising from exposure to crypto-assets.

Finally, the EBA acknowledges the lack, in most jurisdictions, of specific reporting obligations

for crypto-assets activities. Therefore, it announces the development of a ‘common monitoring

template’ that national authorities can provide to institutions for them to report their activities in

this domain

In the document here analysed, the EBA advances the opinion that existing supervisory powers

should suffice to oversight and timely act on possible risks to the financial soundness of the

regulated entities. The report, however, has been published before the announcement by Facebook

of the upcoming launch of Libra, a new digital currency designed to run on a private blockchain

78. Directive 2015/849/EU of the European Parliament and of the Council of 20 May 2015 on the prevention of the use of

the financial system for the purposes of money laundering or terrorist financing, amending Regulation (EU) No 648/

2012 of the European Parliament and of the Council, and repealing Directive 2005/60/EC of the European Parliament

and of the Council and Commission Directive 2006/70/EC, [2015] OJ L 141/73.

79. Financial Action Task Force (FATF), ‘International standards on combating money laundering and the financing of

terrorism & proliferation. The FATF Recommendations’, FATF (2012), http://www.fatf-gafi.org/publications/fat

frecommendations/documents/fatf-recommendations.html.

80. European Securities and Markets Authority (ESMA), ‘Advice on Initial Coin Offerings and Crypto-Assets’, ESMA

(2019).

81. European Banking Authority (EBA), ‘Report with advice for the European Commission on crypto-assets’, EBA (2019).

82. See: Bank for International Settlements (BIS), ‘The Basel Committee on Banking Supervision – overview’, BIS (2020),

https://www.bis.org/bcbs/index.htm.
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governed by a consortia of e-commerce platforms and payment firms. The proposal of Libra, in

fact, has revived discussions – within EU institutions - on the need to fill existing gaps in the

regulation of crypto-assets83 and to assess the related risks, ‘in particular with regard to financial

stability, monetary policy, data privacy, money laundering, consumer protection, competition and

cyber security’.84

6. Conclusions

This article presented some of the most relevant legal instruments that apply to crypto-assets and

related activities under European financial law, exposing the challenges of enforcing existing rules

to fluid, ever-evolving and possibly ephemeral financial applications based on DLTs. Such anal-

ysis is useful to identify important policy questions for further research, and to inform the current

debate on the need of regulatory intervention at the EU level in this domain.

From a conceptual and methodological point of view, European authorities determine the legal

treatment of tokens by including them within general categories - payment, investment and utility –

that are associated with different, specific functions. These three categories, designed to steer

crypto-assets toward specific areas of regulation, are to be considered archetypes, whereas existing

tokens tend to combine more functions (hybrid tokens) and present fluid characteristics. Therefore,

while this classification is important, it does not exempt from the need to adopt a case-by-case

approach when evaluating risks and legal provisions that concern crypto-assets.

Crypto-assets that qualify as investment instruments or as electronic money fall under the scope

of European financial regulation. Specifically, the requirements for issuing and trading securities

apply to tokens with an investment component, while the rules governing e-money and payment

service providers are applicable to payment tokens. However, such simplistic scheme presents

several downfalls. The attempt to bring crypto-assets investments under existing safeguards and

investor protection schemes is justified by concrete risks, but the overview provided in this paper

shows that existing requirements do not always fit the features of businesses and start-ups in the

blockchain industry - their technical, operational processes, as well as their inherent incentives’

systems.

On the one hand, some concepts and requirements need to be better defined and understood in

the context of DLTs; for instance, it should be clarified what constitutes ‘custody or safekeeping of

crypto-assets’. On the other, the application of existing requirements is likely to be hindered by

enforcement issues, which arise because of decentralisation, international nature and non-

incorporation of entities. Finally, not all tokens can be captured, based on their specific functions,

by existing legal regimes. This is the case of crypto-assets that are commonly referred to as utility

tokens. In order to fill the legal vacuum, some EU Member States (as of today: Malta, Gibraltar,

Lichtenstein and France) have put in place bespoke legal regimes, as to ensure a coherent, com-

prehensive legal framework for the growing industry. However, a fundamental problem persists:

the line between security, payment and utility tokens is blurry. Legal regimes might overlap or

succeed each other in different phases of the tokens’ lifespan. For this reason, legal uncertainty

83. H. Jones, ‘Facebook’s Libra falls into ‘big gap’ in EU rules: regulator’, Reuters - Technology News (2019), https://

www.reuters.com/article/us-eu-banks-moneylaundering/facebooks-libra-falls-into-big-gap-in-eu-rules-regulator-

idUSKCN1VQ1OY.

84. European Parliament, ‘Parliamentary question n. E-002268/2019’, European Parliament (2019), http://www.europarl.

europa.eu/doceo/document/E-9-2019-002268-ASW_EN.html.
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remains a major issue, as tokens are functional parts of evolving, innovative solutions which can

hardly be reduced to pre-existing classes or defined a priori.

Beyond these drawbacks in the applicability of existing rules, a normative stance on the

regulation of blockchain-based financial application must also take into account the socio-

economic dynamics that shape and are re-shaped by these technologies, checking them against

the policy objectives that regulation tries to achieve. The issue of how existing legal requirements

and safeguards should be applied within the DLTs ecosystem is primarily a question on the roles of

the various actors involved therein. The recent announcement by Facebook of creating its own,

privately controlled ‘global currency and financial infrastructure that empowers billions of peo-

ple’85 is a good reminder of the need to scrutinize the interests and powers that drive the devel-

opment of blockchain-based solutions.

Notwithstanding its decentralized, open-source roots, the crypto-asset market got quickly popu-

lated by a whole new range of intermediaries and financial service providers – that is, exchanges,

custodian wallet providers, cryptocurrencies landing platforms, remittances services, investment

funds managers - which, due to their business models and organizational/technological arrange-

ments, might not be covered by current legal definitions and/or be able to elude supervisory

regimes. With this in mind, the regulation of blockchain-based financial applications must not

only be concerned with fighting illicit behaviors, but also with balancing conflicting interests at

stake and preventing influential actors from taking advantage of legal loopholes and institutional

failures.

The regulatory and technical enforcement challenges posed by DLTs are epitome of a broader

ongoing struggle between technological innovation and legal compliance. From the New York’s

‘BitLicence’ and the Chinese ban, to the Maltese ad-hoc legal framework, the regulatory attempts

that have been registered so far demonstrate that regulation plays an important role in directing the

development of the technology: the practices it enables, its geography and public adoption. Yet,

defining a legal framework for emerging blockchain-based financial technologies is not an easy

task, as there are multiple, colluding factors to take into consideration.

The principle of technological neutrality imposes to treat ‘same businesses with the same rules’.

At the same time, however, the appreciation of the (alleged) social and economic potentials of

DLTs urges policy-makers (attracted themselves by profit opportunities) to relieve innovative

businesses from burdensome legal duties constructed for older kinds of economic actors.

Should financial law requirements be better tailored as to accommodate decentralized business

models and peer-to-peer fintech solutions? Why are some states particularly interested in attracting

the blockchain industry? Which are the advantages and which are the dangers of blockchain-based,

privately managed financial networks? Is a ‘regulatory competition’ among states - aimed at

attracting the industry - potentially beneficial, or could it jeopardise legal safeguards, creating

financial stability, market integrity and consumer protection risks? Is legal intervention necessary

to protect an adequate level of competition in the provision of financial services within the EU?

These are some of the long-term policy questions that legal scholars and European, as well as

national law-makers must address to navigate the uncertain terrain of the regulation of crypto-

assets.

85. Libra Association, ‘White Paper’, Libra Association (2020), https://libra.org/en-US/white-paper/.
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